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O n  S e c u r e  P e r s o n a l  C o m p u t i n g  

In a recent paper in Communica- 
tions [ 1 ], Dorothy Denning proposes 
a system design to allow personal 
computers (PCs) to securely store 
files at an untrusted central facility 
(CF), engage in secure communica- 
tion between PCs, and exchange 
"digitally signed" messages. The fol- 
lowing comments take issue with 
some aspects of the proposed mech- 
anism. 

The central concept developed in 
the paper is the use of an outboard, 
public-key cryptographic device to 
act as filter betwen the PC and the 
net, thus preventing borrowed pro- 
grams (which might contain Trojan 
Horses) from leaking data into the 
net. It is largely on this basis that the 
outboard crypto unit is touted as 
superior to processor-based encryp- 
tion facilities, even though it is ad- 
mitted that "it may be possible to 
leak information on 'covert channels' 
(e.g. by encoding it in the rate or 
quantity of transmitted ciphertext)." 
The assurance that plaintext is not 
leaked into the network through reg- 
ular (noncovert) channels is based on 
three design features: 
1. There is no clear path from the 
PC to the net; all output is encrypted 
in a public key. 
2. Switching to an alternate public 
key for secure communication or 
file sharing is manually controlled 
(though it is proposed that alternate 
public keys be loaded under program 
control). 
3. The data path required for digi- 
tally signing messages with the user's 
secret key is enabled manually and 
used only when explicitly signed mes- 
sages are required. 

Analysis suggests that this design 
may neither provide adequate secu- 
rity nor prevent information leakage 
as claimed. For  example, the first 
design feature is not likely to be 

achieved in practice. Experience with 
network protocols indicates that a 
clear path from the PC to the net is 
usually required to pass information 
essential to communication, e.g. ad- 
dresses, flow control information, 
etc. This path can be bandwidth re- 
stricted in hardware to some extent, 
but a fair amount of software in the 
PC must be trusted to prevent this 
path from becoming a major covert 
channel. 

The second design feature ap- 
pears to assume that communication 
with other PCs is expected to be in- 
frequent, since the manual interven- 
tion required to enable such commu- 
nication is unwieldy. Even with this 
precaution a significant amount of 
software in the PC must be trusted if 
borrowed programs are to be denied 
the ability to exploit this channel. 
For example, it must not be possible 
for a Trojan Horse program to sub- 
stitute or add sensitive data to the 
legitimate text that is transmitted. 
Moreover ,  the p rog ram-d i r ec t ed  
loading of public keys proposed of- 
fers great opportunity to leak trans- 
mitte'd data to a third party. Yet man- 
ual loading of public keys would be 
cumbersome, if not infeasible, espe- 
cially in situations where communi- 
cation among several parties occurs 
over a short time interval. 

The third design feature similarly 
presumes that transmission of signed 
documents is infrequent, a not un- 
reasonable assumption if authenticity 
in communication and file storage is 
provided by means other than those 
usually proposed for public-key sys- 
tems. The general technique for pro- 
viding authenticity and secrecy using 
public-key encryption is to transform 
the data twice, using a public key for 
secrecy and a secret key for authen- 
ticity (signing the data) [2]. The tech- 
niques proposed in this paper for 
secure storage, file sharing, and com- 
m u n i c a t i o n  do not  e m p l o y  this 

double transformation; only signed 
messages are so transformed, and 
thus might allow an attacker to forge 
messages and files. This authenticity 
problem, and some subtle weak- 
nesses with respect to information 
disclosure resulting from transform- 
ing data only with a public key, can 
be avoided through the use of appro- 
pr ia te  encrypt ion  techniques ,  but 
these techniques differ slightly from 
those usually proposed for conven- 
tional cryptosystems such as the 
DES. Yet no mention of such pre- 
cautions is made in the paper and the 
reader is not alerted to the need to 
employ one or the other of these 
methods. 

This analysis indicates that the 
proposed design will not, by itself, 
preclude information leakage by bor- 
rowed programs nor provide the 
authenticity usually expected of se- 
cure file storage or communication. 
It is not apparent that the amount of 
trusted software needed to prevent 
such leakage and ensure authenticity 
is reduced by the use of an outboard 
crypto unit as opposed to processor- 
accessible units. Moreover, the in- 
board crypto unit approach offers 
greater flexibility in managing and 
switching among various c rypto-  
graphic applications. Thus an in- 
board crypto unit is probably prefer- 
able in this environment. 

There are several other points 
made in the paper which deserve 
comment. First, the paper suggests 
that the problem of disavowal of dig- 
ital signatures can be solved by re- 
quiring each user to sign (by hand) 
an agreement assuming responsibility 
for any documents signed with his 
secret key. It is highly doubtful that 
this approach would be acceptable in 
a user community accustomed to im- 
munity from credit card loss and 
similar consumer protection statutes. 
Moreover, although the likelihood of 
key exposure or loss may not be so 
great in this environment as in others, 
opportunities for exposure or loss 
will still exist and any digital signa- 
ture scheme must take into account 
this problem [3]. 

Second, the paper claims that the 
problem of distribution of public 
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keys is solved through the use of 
"certificates." However, disclosure of 
the secret key used in signing these 
certificates permits forgery and thus 
impersonation of users, so trust in a 
CF that produces certificates is still 
required. To date, proposed tech- 
niques for managing certificates have 
not been able to eliminate the risk of 
exposure of a CF key and readily ac- 
commodate changes in the public-key 
database necessitated by exposure of 
(secret) user keys and fluctuations in 
user community membership. It ap- 
pears premature to claim that prob- 
lems of public key distribution are 
solved by the use of certificates. 

Finally, the paper notes the pre- 
diction of Rivest that a two- to three- 
chip implementation of his public- 
key encryption algorithm capable of 
5 ,000 bps will soon be feasible. 
Based on this estimate, the paper 
argues that public-key encryption 
soon will be "competitive" with the 
DES, with respect to performance. 
Since currently available single chip 
(custom logic) DES implementations 
achieve encryption rates in the range 
of 256,000 (Motorola) to 1,700,000 
bps (Western Digital) and a four-chip 
version operates at 16,000,000 bps 
(Fairchild), it seems that "competi- 
tive" is not an appropriate word in 
this context. More importantly, it is 
not clear that public-key systems are 
fast enough to support file transfers 
in the context of the proposed sys- 
tem, although this depends on one's 
definition of "acceptable" file trans- 
fer speeds. 

The preceding comments should 
not be interpreted as a criticism of 
the concept of using encryption in 
personal computers for secure file 
storage at central facilities, secure 
communication, or digital signatures. 
Rather, this note has pointed out 
some potential deficiencies in the 
proposed system design, disputed the 
superiority of the design with respect 
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to other suggested methods of incor- 
porating encryption facilities into 
computer systems, and questioned 
some claims-about digital signatures, 
public-key distribution via certifi- 
cates, and performance comparisons 
between the DES and the Rivest 
algorithm. 
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[] Regard ing  "Secure  Persona l  
Computing in an Insecure Network" 
by Dorothy Denning in the August 
issue of Communications: I doubt 
the viability of the cryptographic de- 
vice proposed in the article. In par- 
ticular, 1 feel that the device is too 
simplistic for practical use in any but 
the most primitive networks. My res- 
ervations are not based upon the use 
of public-key cryptosystems. Rather, 
I am disturbed by the failure to rec- 
ognize that a cryptographic function 
must be part of a protocol layer. The 
obfuscatory nature of such a proto- 
col requires that it be carefully, sys- 
tematically, and consistently placed 
among the other protocol layers of 
the network. Moreover, I feel that 
the use of the same cryptographic 
mechanism to perform simultane- 
ously both communications security 
and remote file protection is ill-ad- 
vised. 

It is my contention that any truly 
useful network cryptographic device 
must be "sandwiched" by software 
(or extremely intelligent hardware) 
on both the "red" (nonencrypted) 
and "black" (encrypted) sides. A bi- 
directional "clear text bypass" (a 
nonencrypted information channel) 
must exist to permit red-black coop- 
eration. The red software must be 
trusted not to use the clear text by- 
pass as a means of sending clear text 
to the black software. Finally, and 

most importantly, the device should 
not stand astride an interface proto- 
col, but should be used as part of a 
true end-to-end protocol layer. The 
use of encryption in the communica- 
tions security protocols should be 
clearly separated from the use of en- 
cryption in a remote, protected file 
storage protocol. Whether the same 
underlying physical hardware is used 
is irrelevant as long as its uses are 
kept logically and functionally iso- 
lated. 

My concern about the viability of 
the proposed device may be demon- 
strated by a look at the difficulties of 
using that device in a few common 
network situations. I suspect that an 
ingenious ad hoc "kludge" could be 
applied to resolve some of the prob- 
lems in a given network. This does 
not diminish my argument any more 
than the ability of a programmer to 
patch badly structured programs di- 
minishes the argument for systematic 
programing. 

Let us start with the proposition 
that many networks will require the 
user to provide error detection, flow 
control, sequencing, and other pro- 
tocol functions either on an end-to- 
end basis (e.g. TCP) or across the 
interface to the communications sub- 
net (e.g. X25 level 3). 

1. When the central facility (CF) 
acts as a physical or virtual circuit 
connecting two users and the inter- 
face to the circuit is functionally triv- 
ial (e.g. E1A RS-232C) the proposed 
cryptographic device may be used 
without undue distress. In this case 
the necessary protocol functions can 
be placed entirely in the personal 
computer (PC). (I am assuming that 
circuit set-up operations can be per- 
formed manually.) 

2. Suppose that the CF is something 
like AT&T's proposed ACS and re- 
quires an X25 interface. X25 is an 
interface protocol, not an end-to-end 
user pro tocol .  Consequen t ly ,  the 
communications subnetwork (the CF 
in this example) must be able to view, 
act upon, and generate X25 control 
packets. Since the proposed device 
enciphers all outgoing data under 
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either the user's public key or an 
alternate public key, it is impossible 
for the CF to interpret and act upon 
the X25 control packets unless the 
CF possesses the corresponding se- 
cret keys. 

Similarly, the proposed device 
uses the user's secret key to decipher 
all incoming traffic. Thus the CF will 
not be able to generate X25 packets 
recognizable by the PC unless the CF 
encrypts them under the user's pub- 
lic key. 

The difficulties caused by the log- 
ical placement and functionality of 
the proposed device makes it impos- 
sible for a PC and the CF to effec- 
tively exchange information required 
for circuit set-up, datagram address- 
ing, error control, and flow control. 
Moreover, if a datagram interface is 
used, there is no mechanism to prop- 
erly sequence received datagrams 
prior to presentation to the proposed 
device. Such sequencing is necessary 
if the cryptographic function oper- 
ates in a chained block mode. 

The situation becomes even more 
difficult if the cryptographic unit is 
one more complex than that pro- 
posed and is capable of generating 
and receiving its own messages for 
the purposes of key distribution or 
cryptographic synchronization. 

3. Suppose that the CF is to be used 
as a secure file storage medium. 
Here, too, the proposed device fails 
to provide the functionality needed 
to provide acceptable service. As in 
the previous example, the proposed 
device prevents the effective use of 
protocols to manage errors, sequenc- 
ing, and rate of flow. In addition, the 
proposed device couples logically 
separate functions. This forces the 
user into compromises which would 
otherwise be unnecessary. The user 
will be forced to make a trade off be- 
tween security, reliability, and over- 
head. 

It is general practice to periodic- 
ally replace cryptographic keys as 
they "wear out" with use and time. 
One would expect that keys for com- 
munications security would be up- 
dated more frequently than keys for 
file storage. Using the proposed de- 

vice, when a file is stored in the CF, 
the key update procedure must be 
coupled with a file re-encryption pro- 
cedure. This is but one undesirable 
linkage of logically separable func- 
tions. 

Another undesirable linkage oc- 
curs because the device forces the 
user to adopt the same cryptographic 
mode for both communications secu- 
rity and file storage. Like the Federal 
Data Encryption Standard, public- 
key cryptosystems can be used in 
block, cipher feedback, and block 
chained modes. Block mode is effec- 
tive for random access files. Cipher 
feedback mode is best suited for 
communication links where bursts of 
noise may be expected and traffic is 
composed of separate bytes of ter- 
minal traffic. Both block chaining 
and cipher feedback work well in 
communication systems where data 
tends to flow in sequenceable streams. 
If the proposed device operates in 
block mode the user is sacrificing the 
ability to transmit unblocked charac- 
ters and may find it difficult to trans- 
mit anything on a noisy line. Con- 
versely, if the proposed device uses 
e i ther  c ipher  feedback  or block 
chained mode, then random file reads 
are made more complex and random 
file writes become quite difficult. 

In order for the user to store files 
in the CF a user-CF protocol must 
exist for the user to perform file nam- 
ing, creation, access, and deletion 
operations. These commands must 
be comprehensible at the CF. The 
user of the proposed device must 
transmit these commands under the 
"Alternate Public Key." This implies 
that either the alternate public key is 
null (causing the commands to be 
transmitted "in the clear") or that the 
CF has its own cryptographic device 
keyed to decipher the commands. 
Denning recognizes this possibility 
and proposes a rather strange proto- 
col requiring the CF to decipher all 
messages and intercept those it deems 
to be comprehensible. 

The conclusion is that it is some- 
times feasible, but at an extreme cost 
in complexity, to violate protocol lay- 
ering by combining logically distinct 

functions or place a cryptographic 
device across an interface protocol. 
It is important to note that this con- 
clusion is independent of the nature 
of the cryptographic system used, 
whether they be based upon conven- 
tional single-key techniques or the 
more recent public-key techniques. 

A better approach is to revise the 
proposed device to include bodies of 
software (and processors, if neces- 
sary) on both the red and black sides 
of the encryption unit. A bidirec- 
tional clear text bypass will be re- 
quired for software coordination. 
The entire network interface proto- 
col (X25 or whatever) will be exe- 
cuted in the black software. The red 
software will execute a red end-to- 
end protocol. User messages will be 
"wrapped" in this protocol for trans- 
mission. The red software will route 
that portion of the message header 
needed by the black software through 
the clear text bypass. The text and 
the remainder of the header will be 
routed through the encryption unit. 
The black software will execute its 
own black end-to-end protocol as 
well as manage the interface to the 
network. The black end-to-end pro- 
tocol may become trivial if the under- 
lying communicat ions subnetwork 
performs sequencing, error control, 
and the like. Black software will uti- 
lize the information from the clear 
text bypass to determine where the 
outgoing message should be sent, 
whether virtual circuits are needed, 
and so forth. The black software will 
wrap the red header and encrypted 
text in its own protocol. The inverse 
of the above operations will be per- 
formed for traffÉc which arrives with- 
out errors: The black protocol wrap- 
ping will be removed from arriving 
messages leaving the messages gen- 
erated by the red protocol. The text 
will be passed via the decryption unit 
and the header via the bypass. 

It is important to logically sepa- 
rate the communication service func- 
tion of the CF from the user level 
service function of a protected file 
manager. The CF should be merely 
a communications subnetwork rely- 
ing solely upon the virtual circuits or 
message addresses supplied by the 
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black software. Protected file storage 
should be maintained in a special 
logical PC (probably located with the 
CF or even implemented on the same 
computer) with its own standard 
cryptographic device. All communi- 
cation between the user PCs and this 
file manager would be protected by 
the communications security mecha- 
nism described above. The CF itself 
would have no ability to decrypt 
traffic. 

The file storage mechanism need 
have no dependence upon the opera- 
tion or existence of the communica- 
tions protection mechanism. Mes- 
sages for the file manager would be 
addressed to the file manager as a 
node on the network, not as part of 
the CE The file manager logical PC 
would respond to a file access proto- 
col. The user and file manager would 
interact via the communications sys- 
tem. Only data which their mutually 
agreed protocol permits would be en- 
ciphered for long term storage. This 
encipherment would be performed 
not by the communications security 
mechanism (although the hardware 
may be physically shared) but by an 
encryption "subroutine" available to 
the PC. File encryption is in addition 
to, not in lieu of, any encryption per- 
fo rmed  for  communica t ions  pur-  
poses. 

The presence of the clear text by- 
pass in this alternate approach im- 
plies that the red software discussed 
above is trusted to operate, if not 
correctly, then at least securely. The 
trusted red software would limit the 
use of the clear text bypass. The red 
software must be isolated from un- 
trusted PC software, probably by 
using either separate processors or a 
security kernel. 

It is recognized that there are ad- 
vantages and disadvantages to any 
alternative approaches. I submit that 
because it recognizes the nature of 
modern network protocols and inter- 
faces, the alternative approach out- 
lined here is more likely to be viable 
as a general approach to network 
security. 

KARL AUERBACH 

System Development Corp. 
Santa Monica, CA 90406 

Author's Response: 
I share many of Stephen Kent's 

reservations about the convenience 
of software versus the security of 
hardware. I return, however; to my 
starting premise: I was seeking meth- 
ods whereby an unsophisticated user 
could connect his personal computer, 
by telephone, to a network and have 
credible assurances that none of his 
personal data could be transmitted in 
the clear to the central facility. Most 
such users will find a hand-held key 
more tangible than one said to exist 
in software but never seen. Most such 
users will trust manually set data 
paths more than invisible electronic 
paths inside the machine. There is no 
question that my proposal limits the 
flexibility of the machine. It was pre- 
cisely my intent to limit the flexibil- 
ity, for I believe that therein lies the 
key to secure personal computing. 

Kent  may be cor rec t  that  my 
scheme would be unsuitable for a 
computer network capable of ex- 
tremely high bit rates, whose file 
transfer protocols permit accessing 
distant files as if they were close at 
hand, and whose computers could 
gate data rapidly among a collection 
of opened, distant files. I was not ad- 
dressing that class of applications. 

Let me elaborate on my basic 
premise--that users can control their 
levels of security without relying on 
the security of the central facility, of 
the network, or of borrowed soft- 
ware. I believe that hardware keys 
and a separate encryption unit are 
preferable to software keys. I defend 
this position for two reasons. First, as 
noted by Kent, certificates do not 
provide absolutely secure exchanges 
of public keys. Now, if public keys 
are engraved on a physical medium, 
such as magnetic stripe cards, I (or 
my associates) can plug my key into 
any computer equipped with the ap- 
propriate encryption device without 
worrying about forgery. This may 
well be cumbersome if I wish to com- 
municate with a large number of 
other users or with users I do not see 
personally. However, I believe it is 
important to have the option of ex- 
changing keys and carrying them 
around outside of the system. It is 

easier to do this with hard keys than 
with soft keys. 

Second, it is necessary to store 
secret soft keys in the personal com- 
puters. If I wish to access the net- 
work from more than one personal 
computer, each must have a record 
of my secret key. I prefer a hard key 
that remains in my possession to a 
soft key, the distribution of which I 
cannot control with equal confidence. 

I am grateful to Kent for noting 
my omission of the problem of au- 
thenticity in file s torage-if  I simply 
encipher a file with my public key 
before transmitting it to the central 
facility, its contents will be immune 
from disclosure but not from altera- 
tion. One solution is for me to sign 
the file with another secret key before 
enciphering it with my public key. 
On receipt back, I can decipher it 
with my secret key and then verify 
the correctness of the signature. 

I t  is t rue  tha t  my p r o p o s e d  
scheme does not preclude borrowed 
software from leaking information 
on overt channels if soft public keys 
are set by untrusted software. That  is 
precisely my point; this leakage can- 
not happen with manually set hard 
public keys. It may be true that in the 
context Kent is considering, that 
manual setting of hardware keys is 
too cumbersome to be practically 
feasible. However, I do not believe 
that this is true in the context I meant 
to establish. 

I disagree with Kent's conclusion 
that the network interface, which ap- 
pends cleartext source and destina- 
tion information to the packets of 
messages ,  would  pose  a se r ious  
threat. Users of public data net- 
works, such as Telenet, which are 
appropriate for the application I de- 
scribe, have no control over network 
protocols, which require this header 
information to have a fixed format. 

Although the prime factors en- 
c ryp t ion  a lgor i thm deve loped  by 
Rivest, Shamir, and Adleman runs 
several orders of magnitude slower 
than DES implementations, this is 
not an important factor in the class 
of applications I was addressing: en- 
ciphering and deciphering informa- 
tion transmitted over telephone lines. 
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In this context, the 5000 bps encryp- 
tion ra te  of the prime factors algo- 
rithm is adequate. 

Finally, as I stated in the paper, 
we can deal with lost (or stolen) 
secret keys in the same way we deal 
with lost (or stolen) credit cards: My 
liability is limited as soon as I report 
the loss. 

With regard to the comments by 
Karl Auerbach, I did not mean to 
suggest that the cryptographic func- 
tions should be entirely separate from 
the protocol functions. ! do believe, 
however, that these functions should 
be separated more than Auerbach 
advoca tes .  In re t rospec t ,  it seems 
clear to me that the network proto- 
cols should not be implemented on 
a user's personal computer as I had 
suggested in my paper. Rather, they 
should be packaged in a separate net- 
work interface unit or provided via 
telephone, as with Telenet. The net- 
work interface unit would then con- 
nect both the User's personal com- 
puter and encryption device (pro- 
vided he was using one) to the net- 
work.  N e t w o r k  c o m m a n d s  (e.g. a 
request to store a file at the central 
facility) would be transmitted in the 
clear from the user's personal com- 
puter to the network interface unit, 
bypass ing  the encryp t ion  device.  
Data, on the other hand, would al- 
ways pass through the encryption 
device. Protocols are still necessary 
to govern  the c o m m u n i c a t i o n  of 
cleartext commands and ciphertext 
da ta  be tween  the user ' s  pe r sona l  
computer and the network interface. 
However, the problem of handling 
both cleartext commands and cipher- 
text data is confined to the user's sys- 
tem, where the necessary protocols 
should be considerably less complex 
than the network protocols. 

DOROTHY E. DENNING 
Purdue University 
West Lafayette, IN 47907 

O n  S ta t i s t i ca l  A n a l y s i s  

[] As a statistician primarily in- 
vo lved  in s ta t i s t ica l  compu t ing  l 
sometimes find myself questioning 
the quality of computing theory and 
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practice presented in statistical jour- 
nals. Now I must also question the 
statistical analyses reported in Com- 
munications, in particular the article 
"An Implementation of Structured 
Walk-Throughs in Teaching Cobol 
Programming" by Ronald S. Lemos 
in the June 1979 issue. 

The article describes an experi- 
ment whereby one group of students 
critically read and debugged each 
other's programs in addition to at- 
tending lectures while a control group 
simply attended lectures. At the end 
of the term both groups were ex- 
amined on their abilities to recall 
Cobol grammar,  to critically read a 
program, and to write a program. 
The basis of all statistical techniques 
in comparing two groups like these 
is to compare the difference in the 
average responses from the groups 
to the variability within the groups. 
If the difference is small compared to 
the variability we think that it may 
have resulted simply from random 
fluctuations in the data but, if it is 
large, we think there is a systematic 
difference between the groups. 

One method of comparison is to 
compute a t-statistic and compare 
this value to a fixed, critical value. In 
this case the t-statistics would be 1.80 
for the grammar  score, 4.84 for the 
read!ng score, and 3.31 for the writ- 
ing score if we assume that variances 
can be pooled. (Without this assump- 
tion the values would be 1.83, 4.56, 
and 3.35, respectively, so there would 
be no change in the conclusions.) 
These can be calculated in a few 
minutes with a hand calculator from 
the data in Table IV on page 339. 
They are compared to critical values 
of 1.971 for a 5 percent level test or 
2.599 for a 1 percent level test to 
reach the conclusion that there is in- 
sufficient evidence of a systematic 
difference in the grammar  scores but 
very strong evidence of a systematic 
difference in both reading and writ- 
ing scores. This is not unexpected. 
Students with more experience read- 
ing programs should be able to do it 
better and the fact that they will have 
seen more types of errors will help 
them to avoid such errors in their 
own programs. 
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The weak point in this straight- 
forward analysis of the data is that 
we are making the implicit assump- 
tion that any systematic differences 
between the groups are caused by 
the difference in teaching methods. 
There may in fact be a bias in the 
choice of groups so that the brighter 
students were in the experimental 
g roups  and would  have  a t t a ined  
bigher scores regardless of the teach- 
ing method. It is to try to avoid such 
a bias that the assignment of classes 
to experimental or control groups 
was randomized. Furthermore the 
students were tested at the beginning 
of the term on their innate ability 
and their learning ability and this in- 
formation can be used to compen- 
sate for any apparent bias by the 
technique of the analysis of covari- 
ance. This simply adjusts the average 
responses as shown in Tables V and 
VI after which an F-test is performed. 
(This is equivalent to a t-test on the 
adjusted data since the square of the 
t-statistic is the corresponding F-sta- 
tistic.) The conclusion from the ad- 
justed data is the same as from the 
unadjusted data: insufficient evidence 
of a systematic difference in the 
grammar  scores but strong evidence 
of a systematic difference in the writ- 
ing scores. 

However, Lemos reaches a dif- 
ferent conclusion about the reading 
scores. He states that none of the 
covariates (measures of innate abil- 
ity) appeared to be affecting the read- 
ing responses so the analysis of co- 
variance is inappropriate and there- 
fore nothing can be concluded from 
the data. I agree that the analysis of 
covariance does not apply in this 
case but this only means that there 
is no need to compensate for differ- 
ences in innate ability. The differ- 
ences between the groups can be 
safely assumed to be due to differ- 
ences in teaching methods and the 
conclusions from the straightforward 
t-test accepted. Again, this is not un- 
expected. Students with experience 
reading each others programs can do 
it better than those without the ex- 
perience. Of course, there is still the 
implicit assumption that there are no 
other covariates which are affecting 
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the response but this is implicit in 
Lemos' other conclusions as well. 

Lemos is to be congratulated 
for his careful analysis of the gram- 
mar and writing scores but, with re- 
gard to the reading scores, he went 
astray. There is no need to abandon 
the data and say that no conclusions 
can be drawn from it simply because 
the straightforward analysis is suffi- 
cient and the sophisticated analysis 
is unnecessary. 

DouG BATES 
University of Alberta 
Edmonton, Canada T6G 2G1 

Author's Response: 
The letter from Doug Bates re- 

garding my paper, "An Implementa- 
tion of Structured Walk-throughs in 
Teaching Cobol Programming" fo- 
cuses upon a very important (and 
much misunderstood) issue in the de- 
sign of experiments in "real world" 
situations. Given a specific experi- 
mental setting, what is the most ap- 
propriate research design to analyze 
the data? Bates supports the analysis 
performed on the grammar and writ- 
ing data, but questions my decision 
not to make an inference on the ap- 
parent differences in reading scores 
between the two treatment groups. 
Essentially, he is suggesting that these 
data (including writing and gram- 
mar scores) could have been ana- 
lyzed with simple t-tests (he is even 
so kind as to calculate these values). 
Unfortunately, this approach would 
have been entirely inappropriate for 
this particular research design, even 
though t-tests are quite frequently 
misused in statistical, computing, and 
educational journals. 

The simple t-test is only appro- 
priate where subjects have been ran- 
domly assigned to treatment groups. 
This is the only means of experimen- 
tally (as opposed to. statistically) 
controlling for pre-existing differ- 
ences between groups. Otherwise, 
one could erroneously infer that dif- 
ferences in the experimental out- 
comes were due solely to the treat- 
ment introduced in the experiment. 
Without randomization, the data are 
subject to many alternative hypoth- 

Table I 

Experimental 
Group (n = 3) 

Mean SD 

Reading 
Score 115.47 25.69 

eses that could explain experimental 
outcomes. 

This experiment was clearly not 
characterized by random assignment 
of the 215 subjects (students) to the 
two treatment groups. It was the 
seven class sections that were (ran- 
domly) assigned to the treatment 
groups. As clearly stated in the ar- 
ticle, this is what distinguishes a 
quasi-experimental design from a 
true experimental design. The only 
way I could have correctly used the 
t-test would have been to designate 
the seven class sections as the units 
of analysis. I would have then needed 
no covariates since the classroom is 
now considered the subject and ran- 
domization has theoretically taken 
care of initial group differences. How- 
ever, my sample size would have 
been reduced to seven. This would 
make for a better experimental de- 
sign but a weaker experiment. The 
table above reflects this problem 
when the data are analyzed as a true 
experimental design using a t-test. 

As can be seen, the result is not 
significant at the .05 level. While the 
population variance has decreased, 
the small sample size affects the 
power of the test. Clearly, Bates' 
suggestion that "The differences be- 
tween the groups can be safely as- 
sumed to be due to differences in 
teaching methods and the conclu- 
sions from the straightforward t-test 
accepted" is not at all appropriate 
in the research design that was used. 
The biggest problem in empirical 
studies is that researchers often make 
inferences about data even when the 
underlying research design is faulty 
or they have misapplied a particular 
statistical technique. 

Bates has also obviously misread 
me when he claims that my paper 
"states that none of the covariates 
(measures of innate ability) appeared 
to be affecting the reading responses 

Control 
Group (n = 4) 

Mean SD t probability 

86.32 13.22 1.99 .10 not sig. 

so the analysis of covariance is in- 
appropriate and therefore nothing 
can be concluded from the data." 
What the paper states is that none of 
the covariates "proved to satisfy all 
necessary requirements for the sta- 
tistical model" (p. 339).  Thus the 
effects did exist, but could not be in- 
corporated into the statistical model. 
When this situation arises, it is the 
researchers '  obl igat ion to ref ra in  
from making spurious inferences. 

I feel that Bates' letter has fo- 
cused on a very important issue in 
the design of experiments. There is 
a general lack of understahding on 
the application of statistical tools to 
"real world" situations. In school, 
the texts and instructors always as- 
sume random assignment to treat- 
ment  g roups .  Of co u r se  this is 
important to describe validly the sta- 
tistical models, but most people do 
not really understand the conse- 
quences of relaxing the assumption 
of randomnness in experimental de- 
signs. While the true experimental 
design is de f in i t e ly  p r e f e r a b l e ,  I 
feel that a familiarity with quasi- 
experimental designs gives one an 
appreciation of the strengths and 
weaknesses of statistical models and 
provides a valuable tool for experi- 
mentation involving human subjects 
grouped into naturally assembled 
collectives such as classrooms, work 
groups, or departments. 

RONALD S. LEMOS 
California State University 
Los Angeles, CA 90032 

Correction. In the list of Contrib- 
utors to the C:'S Report which consti- 
tutes the Appendix of "Curriculum 
'78," published in Communications, 
March 1979, the name of John T. 
Gorgone, Bentley College, was inad- 
vertently left out. The omission is 
sincerely regretted. 
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